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Design Activity Framework for Visualization Design

Sean McKenna, Dominika Mazur, James Agutter, and Miriah Meyer

Abstract— An important aspect in visualization design is the connection between what a designer does and the decisions the
designer makes. Existing design process models, however, do not explicitly link back to models for visualization design decisions.
We bridge this gap by introducing the design activity framework, a process model that explicitly connects to the nested model, a well-
known visualization design decision model. The framework includes four overlapping activities that characterize the design process,
with each activity explicating outcomes related to the nested model. Additionally, we describe and characterize a list of exemplar
methods and how they overlap among these activities. The design activity framework is the result of reflective discussions from
a collaboration on a visualization redesign project, the details of which we describe to ground the framework in a real-world design
process. Lastly, from this redesign project we provide several research outcomes in the domain of cybersecurity, including an extended
data abstraction and rich opportunities for future visualization research.

Index Terms—Design, frameworks, process, cybersecurity, nested model, decisions, models, evaluation, visualization

1 INTRODUCTION

As the field of visualization matures, theories and models that cap-
ture the how of visualization design have become more prevalent,
from evaluation strategies [11, 29, 34, 49, 55] to the design process
itself [32, 37, 54, 55, 60, 66]. These theories and models for the de-
sign process largely address the how of visualization design, but they
fail to explicitly describe the connections of those actions back to the
why of visualization design decisions — these design decisions are
described instead by separate design decision models [44, 45]. Fur-
thermore, visualization design is known to be messy, iterative, and
complex [16, 32, 54, 60, 61, 66], characteristics that are not fully de-
scribed in existing visualization process models.

In particular, we encountered the insufficiencies of current visual-
ization process models while working on a project with a multidisci-
plinary design team consisting of two visualization experts, two de-
signers, and one psychologist. Our team tackled the challenge of re-
designing an existing visualization tool in the area of cybersecurity.
As our team attempted to adopt the nine-stage framework for conduct-
ing design studies [54], we struggled to answer questions such as: If
I’m not starting from the beginning, where exactly am I in the design
process? What are the range of methods that are useful at any given
point? What types of outcomes should I be working towards along
the way? How do I know my outcomes are good, or even just good
enough, when balanced against real-world constraints? We believe
that these questions point to a lack of actionability in current visual-
ization process models, or a lack of implementable and immediately
usable guidance that helps a visualization practitioner explicitly navi-
gate a real-world visualization design process.

On the other hand, the two designers in the group were accustomed
to working with an iterative and open design process, and to explor-
ing a broad range of methods for generating and evaluating outcomes
throughout the process. Consequently, the two designers brought dif-
ferent experiences and a unique set of insights and tools to our col-
laborative visualization design process. Although other visualization
researchers stress that design and creativity research methods can play
an effective role in visualization design [23, 37, 61], design research
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also tends to more explicitly emphasize and highlight the complex na-
ture of the design process [2, 9], as well as put an emphasis on con-
straints for design [48,52]. It is not clear, however, how this design re-
search explicitly addresses or captures well-established visualization
design decisions, namely those described by the levels of the nested
model [45]. As a team, we struggled to reconcile the visualization de-
sign decisions we wanted to make with these various creative process
models.

By reflecting on our own design process as a team, we identified a
need for a process framework that balances the flexibility and action-
ability of models from the design community with the explicit out-
comes and decisions necessary for visualization design. To meet this
goal, we propose the design activity framework to explicitly bridge
the gap between the activities that visualization designers engage in
with the visualization decisions they make. This framework is com-
posed of four overlapping activities: understand, ideate, make, and
deploy. Each activity has a specific motivation to help place the vi-
sualization designer within the framework, as well as defined, tangi-
ble outcomes that relate to the levels of the nested model. Visual-
ization designers produce outcomes in each activity using both gen-
erative methods as well as evaluative ones — the breadth and for-
mality of these methods can, and should, be dictated by the real-
world constraints of a project. We developed the design activity
framework to overcome shortcomings in existing visualization de-
sign process models [16, 23, 32, 37, 54, 60, 66] and to incorporate
ideas from a broad range of models in HCI [47, 63, 68] and de-
sign [1, 6, 10, 14, 27, 30, 36, 38, 56, 59, 65, 67–69].

The primary contribution of this work is the new design activity
framework for providing actionable guidance throughout the visual-
ization design process. This framework makes explicit the link be-
tween the design process and visualization design decisions. In addi-
tion, we provide two secondary contributions: first, an extensive list
of exemplar methods for use throughout the design activity frame-
work, drawing on both well-known methods from the visualization
community as well as many less common methods found in the design
literature; and second, we use the context of our redesign project to
illustrate how the details of a real-world design process are captured
by the framework. Lastly, we highlight a tertiary contribution from
our cybersecurity redesign project, where the framework enabled us
to produce research insights at both the domain characterization and
abstraction levels of the nested model.

We first introduce related design decision and process models in
Section 2, and then frame our real-world visualization redesign project
in Section 3. In Section 4, we present the primary contribution of this
paper, the design activity framework, using our redesign project as an
illustrative example. Next we highlight a secondary contribution of
exemplar methods in Section 5. Finally, in Section 6, we provide our
tertiary contribution in the field of cybersecurity including an exten-
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sion of an existing data abstraction and several key opportunities for
future visualization research, followed by a general discussion of the
design activity framework in Section 7.

2 RELATED WORK

Visualization research often involves the creation of new visual en-
codings, interaction techniques, and systems. This process of making
something new is why design plays an integral role in research [19].
As such, there exist a variety of theoretical models for visualization
design and even more that have been adapted and used by visualiza-
tion designers. In this work, we focus on two kinds of models for
visualization design: decision models and process models [44]. Deci-
sion models capture the what and why of design by characterizing the
rationale behind the decisions that a designer makes. Process models,
on the other hand, capture the how of design, characterizing the actions
that a designer takes as a series of steps. Linking a process model to a
decision model enables visualization designers to verify and validate
the design decisions they make along each step of the design process.
This link is highlighted by Schön’s reflection-in-action concept, which
emphasizes that the processes of doing and thinking are complemen-
tary to each other [53]; thus, the design process and its many design
decisions are intricately interconnected.

2.1 Design Decision Models
Many researchers have explored the general act of decision-making in
design. A detailed model by Christiaans and Almendra captures both
the mindset and strategies of designers, such as problem-driven versus
solution-driven, along with specific operationalization of that mind-
set, or how decisions get made by an individual or a team, such as
autocratic versus autonomic [12]. Similarly, Tang et al. divide design
decisions into three groups: planning, problem space, and solution
space decisions, in order to better realize the effect decisions have on
design [58]. Through studying the process of expert designers, Wu et
al. identify three classes of design strategies: forward working, prob-
lem switching, and backward working strategies [69]. Furthermore,
several researchers have broken down decision-making into different
kinds of high-level design judgments: e.g. appearance, compositional,
navigational, etc. [46, 68]. These many models have a utility to ana-
lyze and compare general decisions and strategies for design, but they
do not capture the specific decisions that visualization designers face
when representing and encoding data in an interactive visualization
system.

Within the visualization community, the well-cited nested
model [45] is the de facto design decision model. This model charac-
terizes visualization design decisions as occurring at one of four lev-
els: domain characterization, data and task abstraction, visual encod-
ing and interaction, and algorithm. A recent extension to the model,
called the nested blocks and guidelines model [44], provides a more
fine-grained characterization of individual design decisions as blocks
at each level, with guidelines describing the relationships between
blocks. Together, blocks and guidelines relate the visualization de-
cisions a designer makes, with regard to finding good blocks in the de-
sign of a visualization. It is important to stress that the nested model, as
well as the nested blocks and guidelines model, are not process mod-
els; they do not describe how to design a visualization, only the types
of decisions (what) and rationale (why) that a visualization designer
needs to make along the way [44].

2.2 Design Process Models
Unlike a decision model, a design process model focuses on describ-
ing the specific steps a designer takes over the course of designing
a visualization. In this regard, we consider design as a challenge
that combines and mixes both engineering and creative design pro-
cesses [27, 38, 61, 68], and this balanced mixture is what we sought in
the synthesis of the design activity framework. An engineering design
process begins with a problem definition, where the overall process
is largely sequential and convergent towards a single solution [38].
On the other hand, a creative design process begins with more grad-
ual problem scoping, and the process has many overlapping activities

where many different possibilities are explored before choosing a sin-
gle solution [38]. As recognized by researchers in the design [27],
HCI [38,68], and visualization [61] communities, the combination and
balanced mixture of these two types of process models is useful for
characterizing the design process.

Visualization-specific design process models describe unique as-
pects for designing and evaluating visualization systems; however,
they largely do not connect back to visualization design decisions and
do not explicitly incorporate aspects of a creative design process. The
seminal research method of multidimensional longitudinal case stud-
ies [55] proposes a process and specific methods for assessing and
evaluating visualization systems deployed in the wild. This model,
however, does not cover the creation and development of a visual-
ization system. More abstracted design process models for visual-
ization have also been proposed in a variety of forms — waterfall,
cyclical, and spiral — to perform user-centered design [32,60,66], but
they are solely engineering design process models. The design pro-
cess model used by both Lloyd et al. [37] and Goodwin et al. [23]
is drawn from an international standard on human-centered design,
ISO13407, which has recently been updated, ISO9241-210 [16]. This
standard’s model describes different design activities as a cycle, em-
phasizing an engineering approach. Goodwin et al. accompany this
engineering process model with specific methods for eliciting creativ-
ity from end users [23], a step towards including aspects of a creative
design process. Vande Moere and Purchase further characterize the
role of design in visualization, arguing for a balanced approach that
mixes both creative and engineering aspects [61]. Although the vi-
sualization community is beginning to embrace aspects of a creative
design process, none of these process models explicitly link back to
visualization design decisions.

The model closest to the design activity framework is the nine-
stage framework for conducting design studies [54], which captures
the steps from initial planning through the reflective analysis of a com-
plete project. The middle core stages of the model describe the steps
involved with designing a visualization system, with four stages that,
at a high level, are similar in motivation to the proposed design activ-
ity framework. In some of these middle stages, the levels of the nested
model are mentioned; however, an explicit description of what types
of outcomes should be expected at each step is not provided. Further-
more, the model as a whole only loosely captures the overlapping and
iterative nature of visualization design, as well as the role of evalua-
tion throughout. The nine-stage framework, although the first model
of its kind to provide guidance for conducting design studies, does not
give actionable advice for knowing what stage a designer is in, what
kinds of methods to employ, or the specific outcomes and decisions a
designer should make, particularly in the middle four design stages.
The design activity framework is largely inspired by the nine-stage
framework, in particular to provide actionable guidance not currently
available within this process model.

3 VISUALIZATION REDESIGN PROJECT

The motivation behind the design activity framework stems from our
experience of working as a multidisciplinary visualization design team
on a redesign project. This seven-month project focused on improving
the usability and effectiveness of an existing, robust visualization sys-
tem (RVS) for cybersecurity analysis. Analysts working with cyber-
security data focus on maintaining the security of computer networks,
relying on data about how a network is functioning, known network
attack patterns, and a broad range of external sources of knowledge.
Specifically, our team was tasked with providing ideas and mock-ups
for how to redesign the visualizations within RVS— the implementa-
tion of these redesigns within RVS was handled by developers at the
company that developed and maintains RVS.

Over the course of our redesign project we worked with: devel-
opers, researchers, and managers at the RVS company; several De-
partment of Defense intrusion analysts who use RVS; and several cy-
bersecurity analysts at the University of Utah. This redesign project
included several real-world constraints for our design team, namely a
strict time frame for producing redesign ideas, limited funding avail-
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Fig. 1. We present the framework’s breakdown of a design activity : motivation, outcomes, and methods, where methods can be generative or
evaluative. Additionally, we provide four overlapping, multilinear activities that compose the design activity framework.

able for implementing our ideas by software developers, confidential-
ity issues surrounding cybersecurity data, and the engineering realities
of working within a large software system.

For our redesign process, we first took a step back from the existing
tool to characterize and understand the visualization challenges in the
field of cybersecurity analysis. Significant research exists on the types
of tasks and data that cybersecurity analysts work with [15, 18, 21],
which we analyzed to develop a series of design requirements to mo-
tivate and guide our redesign. We found that several of these insights
regarding the domain characterization offer rich opportunities for visu-
alization that are not currently met by existing tools, as discussed in de-
tail in Section 6. Based on our analysis of the literature and interviews
with analysts, we brainstormed ideas for improving RVS and proto-
typed several visualization redesigns. Finally, the company’s RVS de-
velopment team selected a handful of our recommended changes, im-
plemented these within the tool, and validated their effectiveness with
several cybersecurity analysts. We discuss the details of this redesign
process, including the methods used and the specific outcomes of our
design activities, in Section 4.4.

Throughout the course of this project, we were careful to establish
a connection between our motivations, actions, and visualization de-
sign decisions, which we believe aided us in efficiently and effectively
working together towards a validated visualization redesign. At the
conclusion of the project, our design team conducted a series of re-
flective discussions about this process, resulting in the design activity
framework for visualization design that we discuss next.

4 DESIGN ACTIVITY FRAMEWORK

In this section we present the design activity framework, a flexible
structure meant to guide a designer through the real-world, multilin-
ear, and iterative process of developing a visualization for a specific
problem or application domain. We envision the framework as a lens
that designers can use to orient themselves within the design process,
to choose useful methods, to make appropriate design decisions, and to
analyze and summarize the process itself. The design activity frame-
work makes use of the nested model [45] to explicitly link the actions
visualization designers take with the visualization decisions they make
along the way, leading to what we believe is a more actionable visual-
ization process model than those that currently exist.

We present the idea of a design activity in Section 4.1, which forms
the basis of the new framework. From there we describe, in Section
4.2, the four activities contained in the framework: understand, ideate,
make, and deploy. For each activity, we articulate the motivation, out-
comes, and the explicit link back to the levels of the nested model.
To further ground the framework, we discuss each activity in Section
4.4 within the context of our cybersecurity redesign project, providing
an example of how the framework aids in guiding and summarizing a
real-world visualization project.

4.1 A Design Activity
At the core of this framework is the concept of an activity, a group
of actions a designer takes to work towards a specific outcome, or set
of outcomes. Many creative process models tend to avoid breaking a
process into sequential steps, stages, or phases, but, rather, they use the

term activities [1, 10, 47, 56, 67, 69], which are not necessarily linear,
and they are often overlapping. Each activity is composed of several
key components: a motivation; clear, tangible outcomes related to de-
sign decisions; and a collection of methods. We pictorially represent
the design activity framework in Figure 1.

The motivation of an activity is the specific purpose behind the
methods and actions that are performed within that activity. For ex-
ample, is my motivation to brainstorm new ideas to solve a specific
problem? Or, is it to test the efficacy of an aspect of my chosen vi-
sualization for a specific task? By matching a real-world motivation
to those specified for each activity in the framework, visualization de-
signers can place themselves within a specific design activity, which
helps in choosing appropriate methods and identifying outcomes.

Next, outcomes are the specific, unique results of a design activity,
characterized by which level or levels of the nested model they ad-
dress. There is a close connection of outcomes with methods, which
are actions or techniques that a designer employs to either generate or
evaluate outcomes. It is the application of methods to the broad space
of all visualization design options, particularly methods for evaluation,
where design decisions are made.

We highlight two distinct kinds of methods used in each design ac-
tivity: generative versus evaluative. Generative methods are largely
meant to be divergent and create many outcomes, such as methods
for brainstorming [27, 41] or increasing creativity [23, 40]. Evaluative
methods, on the other hand, are convergent and filter outcomes, such
as methods that elicit feedback from domain experts [4, 34] or user
studies [8, 35]. This distinction between generation and evaluation is
common within the design community [6,12,24,62,62]. Interestingly,
some methods can be both generative and evaluative, such as observa-
tion and interviewing. In the design activity framework, we consider
generative and evaluative methods as vital components of each activ-
ity, unlike process models that capture evaluation as a single, unique
stage in the design process [16, 23, 32, 37, 60, 66].

The design activity framework further characterizes the methods
based on two spectrums. First, generative methods can be used nar-
rowly to broadly. For example, a designer may narrowly consider only
a single idea in the ideate stage, as opposed to specifically applying
brainstorming methods to generate many different ideas broadly. Sec-
ond, evaluative methods can be applied informally to formally, such as
a designer informally choosing a prototype based on personal prefer-
ences versus formally comparing multiple prototypes through a con-
trolled user study. Characterizing the use of methods in each activity
is important for two reasons: 1) for elucidating missed opportunities
throughout the design process for further investigation and work; and
2) for providing a mechanism to thoughtfully incorporate real-world
project constraints, such as time and budget considerations, into the
design process.

4.2 The Four Activities
We have identified four overlapping, critical activities for designing
visualizations for real-world problems and applications: understand,
ideate, make, and deploy. As shown in Figure 2, three of the four
activities map to several levels of the nested model, implying that a
specific design activity can be used to make different types of visual-
ization design decisions. Conversely, a designer focusing on just one
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Fig. 2. Here, we illustrate the overlap of the design activity framework
with respect to the levels of the nested model [45]. It is important to
note that each of the three inner levels of the nested model exists across
two activities in the framework; thus, a visualization designer must think
carefully about which levels of the nested model any process outcome
corresponds with.

type of design decision will often move through different activities;
thus, the culmination of a complete visualization could involve mov-
ing through this framework in a complex, iterative, and multilinear
fashion. By multilinear we mean that a process combines forward,
linear movement with cyclic, backwards, and parallel movements.

Next, we articulate the unique motivations and outcomes for each
of the four activities in the design activity framework. We present
a list of exemplar methods in Table 1, and a more extensive list in
the Supplemental Materials, with each method characterized by which
activities it is effective for, and whether it can be used for generation,
evaluation, or both. We provide a detailed discussion of these methods
in Section 5.

4.2.1 Understand

The first activity in the framework is to understand the problem do-
main and target users. The motivation for this activity is: to gather,
observe, and research available information to find the needs of the
user. The outcomes of this activity are commonly referred to as de-
sign requirements [16, 23, 30, 37, 43, 51]. We specifically characterize
requirements into one of three classes: opportunities, constraints, and
considerations. Opportunities encompass the data and task abstrac-
tion outcomes that have a potential to impact the work and field of the
target users. They may also include higher level themes discovered
through the domain characterization, such as workflow inefficiencies.
Constraints are rigid limitations from the project itself that the visu-
alization designer must work with, such as tight deadlines or display
limitations. Considerations, however, are a looser, more flexible form
of constraints that a designer should strive to consider, such as the im-
portance of aesthetics or usability. Together, these three classes of
outcomes for the understand activity play a crucial role in all follow-
ing activities, and they often get reconsidered, adjusted, and prioritized
throughout the design process.

Outcomes for the understand activity fall into the outer two levels of
the nested model, the domain characterization and abstraction levels.
These outcomes consist of acquired knowledge about the target set
of users, their domain-specific questions and goals, their workflows,
and the types of measurements or data they have acquired — these
outcomes are referred to as situation blocks in the nested blocks and
guidelines model [44]. Furthermore, the outcomes also include con-
textual information about the project itself, such as real-world project
considerations, i.e. time, budget, expertise, etc. Outcomes can touch
on the abstraction level of design decisions through an identification
of the tasks that users need to perform to reach their goals, as well as
an initial data abstraction that describes the users’ measurements in a
structured way.

4.2.2 Ideate

The second activity in the framework is the ideate activity, which has
the motivation: to generate good ideas for supporting the understand

outcomes. The outcome of the ideate activity is a set of ideas that
are most often externalized in a variety of forms, from sketches to
wireframes to even low-fidelity prototypes. It is important to note that
the act of externalizing an idea onto some medium often results in the
generation of additional ideas as they become more concrete [19].

These ideas encompass design decisions made at both the abstrac-
tion and technique levels of the nested model. More specifically, at the
abstraction level ideas reflect decisions made about how to structure
the data or derive new data types that will support the understand out-
comes. At the technique level, the ideas reflect high-level design de-
cisions about visual encoding and interaction technique choices based
on the abstraction decisions, such as choosing a specific visualization
technique, while ignoring lower level decisions about the details of
that technique; exploring these low-level decisions is the function of
the make activity described in the next section. Thus, the ideate ac-
tivity supports very broad exploration of the high-level design space
for supporting a specific problem, leaving more detailed design deci-
sions to later activities. Ideation is commonly considered as a separate
activity in the design community [6,10,36,54,63,65,67], and this sep-
aration highlights the different kinds of design decisions made within
the visualization design process.

4.2.3 Make
The make activity is the third activity in the framework. This activ-
ity’s motivation is: to concretize ideas into tangible prototypes. The
outcome from the make activity is a set of prototypes, where proto-
types are “approximations of a product along some dimensions of in-
terest” [25]. These prototypes test aspects of design decisions made
at the inner two levels of the nested model, the technique and algo-
rithm levels. These prototypes explicitly explore the design decisions
related to actualizing a specific visualization or interaction technique.
Whereas low-fidelity prototypes can exist in the ideate activity, proto-
types for the make activity are of a higher fidelity and typically involve
encoding of real data in order to evaluate the efficacy of the visualiza-
tion technique for a specific problem. This activity is not just imple-
menting a given design; rather, the activity, including development or
coding, also involves critical visualization design decisions [61].

Most engineering design process models couple the ideate and
make activities together. We believe that these two activities have
related, but different, motivations and outcomes for visualization de-
sign, making their separation important for a careful consideration of
all types of visualization design decisions. The ideate activity is meant
to free the designer from focusing on low-level design decisions in or-
der to broadly consider more abstract ones. The make activity, on the
other hand, focuses the designer on the low-level design decisions nec-
essary to actualize an idea into a concrete, testable prototype, such as
the details of how to encode a data item or which algorithms to utilize.

4.2.4 Deploy
The fourth activity in the framework is the deploy activity, with the
motivation: to bring a prototype into effective action in a real-world
setting in order to support the target users’ work and goals. The over-
all outcome of this activity is a usable visualization system. This activ-
ity and its methods are largely dominated by those from software en-
gineering, with the focus of supporting target users utilizing the tool.
Thus, the outcomes of the deploy stage touch on decisions made at
the algorithm level of the nested model, as well as other decisions
that are not necessarily about the visualization design itself, such as
integration with existing software, databases, etc. This activity is the
ultimate goal of problem-driven visualization design since it supports
real-world users in their own work environments.

4.3 Flow of the Framework
In our experience, a visualization design process never seems to
progress cleanly through a set of designated stages; this fact motivated
our synthesis of the design activity framework, which can be pieced
together in many different ways to best suit the needs of a project.
This complex motion aligns with creative process models from the de-
sign community that already emphasize that design is messy, iterative,
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Fig. 3. This timeline provides a concise overview of our redesign project. Key design activities are located in the middle, highlighting both
backwards movement and activities nesting within each other when team members worked separately. Our redesign project contained several key
time constraints, or deadlines, listed at the top. Towards the bottom, we highlight numerous methods and outcomes utilized throughout our project.

and multilinear [13, 33, 59]. These creative process models advocate
that there is no one right way in which to engage in the activities of a
framework.

There are two basic principles for the design activity framework
when it comes to the flow of the design process. First, the activities
are ordered when moving forward: understand, ideate, make, deploy.
A project can start with any activity, as with our cybersecurity redesign
project, which started from a tool in the deploy activity, but forward
movement must happen in an ordered fashion, even if the methods
used are very narrow and informal. Backward movement, however,
can move to any previous activity. The second principle is that ac-
tivities can be nested or conducted in parallel, meaning that forward
or backward movement to a different activity can happen within an
activity, such as revisiting an understanding while brainstorming new
ideas, or two activities that occur concurrently. Taken together, these
two movement principles support both iteration and multilinearity.

Other visualization process models are also characterized in simi-
lar ways, supporting ordered forward movement with iteration [16,32,
54, 60, 66], and others that suggest an overlap between stages, such
as the nine-stage framework [54] and the international standard for
human-centred design activities [16]. These models, however, are of-
ten represented linearly or cyclically and imply the need to start at the
beginning of the process, making it difficult, for example, to capture
the process of a visualization redesign project.

To further illustrate the two movement principles, we provide a
timeline for our redesign project in Figure 3, where activities are rep-
resented as colored boxes. We discuss our process in more detail in
Section 4.4. This timeline shows the flow of the project through mul-
tiple activities, including nested activities and both forward and back-
ward movement. The timeline is annotated with many of the methods
we used and the outcomes we developed in our redesign process.

Other researchers have shown the feasibility and usefulness of a de-
sign process timeline as an effective way to communicate a design pro-
cess [43,64], to foster collaboration [5], and to highlight some aspects
of the multilinear nature of a design process [1, 68]. Communication
of the design process is important not only for understanding and eval-
uating the visualization research process itself, but also for supporting
replicability of problem-driven work. Visualization models such as
the nested model [45] are now widely used to communicate design
decisions made over the course of a visualization process, and we ad-
vocate for the design activity framework to structure communication
of a visualization design process in a similar way.

4.4 Redesign Project: an Example

To provide context and ground the design activity framework in a real-
world example, here we will walk through our redesign project and
describe our design process using the framework. This section focuses
on each activity of our redesign, presented in rough, chronological or-
der, and the methods we used and the outcomes we achieved. We will
refer to methods listed in Table 1 using a prefix, such as the method
of controlled experiments (M-28). We note that this description is a
simplification of our process for the purposes of illustration. Figure 3

presents further details.

4.4.1 Deploy — Redesign Project
Since our redesign project focused on analyzing an existing visual-
ization system, the RVS, we started our design process in the deploy
activity. Rather than test RVS and simply clean up usability and aes-
thetic issues, however, our design team was tasked with thinking of
the broader task of cybersecurity analysis, the needs of users within
that workflow, and the role of visualization for exploring computer
network data. Ultimately, the RVS company was interested in incor-
porating new visualization components into their tool.

Although deploy is commonly the final activity for a completed,
successful visualization system, evaluating a deployed system may re-
boot the entire design process to any earlier activity in order to extend,
edit, or even redesign the system. In our redesign project we started
in the deploy activity with the existing RVS tool as the given deploy
outcome, forming a constraint within our project. We received a copy
of RVS in order to understand what needs it currently addressed and
what constraints it already contained. We used a walkthrough tutorial
and sample dataset (M-75) built by the RVS company to explore the
features and efficacy of the tool. Our analysis of RVS revealed that it
was necessary for us to take a step back to the understand activity so
that we could better discern the needs of cybersecurity analysts. We
have not yet returned to the deploy activity as the RVS company is still
involved with major redesigns of the tool.

4.4.2 Understand — Redesign Project
The field of cybersecurity analysis has many types of users, from those
within companies who maintain their own networks, to the military,
which maintains and monitors traffic across a global network grid. A
number of cognitive scientists have spent significant time observing
and interviewing cybersecurity analysts [15, 18, 21] across these dif-
ferent facets. We used the published work from these experts to form
our base understanding of the field as we had limited access to cy-
bersecurity experts ourselves. First, we conducted an extensive and
broad literature review (M-53) across a series of 40 articles from sev-
eral key domains: cybersecurity visualization, situational awareness,
and cognitive task analysis. From this review we informally evaluated
the articles based on their relevance and descriptive quality, isolating
three of the articles as the best representative samples with the highest
impact for forming our domain characterization.

Next, for these three articles each member of our team did an in-
formal open coding of the papers (M-16) to pull out salient themes.
As individuals, we tagged information broadly, and we then adjusted
these tags as a team over a series of meetings to organize and con-
solidate the key insights we pulled from the papers. These insights
formed our initial set of outcomes, which pointed to a number of un-
met needs and opportunities for visualization research. Some of these
outcomes included opportunities such as supporting provenance-based
tasks, increasing the scalability of visualizations to real-world datasets,
preserving data context as it is filtered across many different visualiza-
tions, and optimizing the representations of temporal data.
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a) b)

d 

MENU BAR USER NAME

ALERTS

MESSAGES

NETFLOW

USER ACTIVITY

ANDREW SMITH 9:20 AM

Mauris sit amet ante metus. Cras eu vestibu-
lum mi. Morbi condimentum urna vel nulla 
rhoncus tincidunt. Donec tortor dolor, 
suscipit et ornare non, mollis quis arcu. Proin 
aliquet non ipsum vel fermentum. Nam 
turpis lorem, ornare eget erat in, feugiat 
luctus massa. Donec eu risus enim. Mauris 
vestibulum augue id iaculis mollis. Nunc 
mollis rhoncus mi, ac lobortis nisl tempus ac.

9:20 AMJILL WHITE

Mauris sit amet ante metus. Cras eu 
vestibulum mi. Morbi condimentum urna vel 
nulla rhoncus tincidunt. Donec tortor dolor, 
suscipit et ornare non, mollis quis arcu. Proin 
aliquet non ipsum vel fermentum. 

9:20 AMALLEN BORE

Mauris sit amet ante metus. Cras eu 
vestibulum mi. Morbi condimentum urna 
vel nulla rhoncus tincidunt. Donec tortor 
dolor, suscipit et ornare non, mollis quis 
arcu. Proin aliquet non ipsum vel fermen-
tum. 

9:20 AMALLEN BORE
Mauris sit amet ante metus. Cras eu vestibu-

Topology for Network Model Alerts

Real Time Attack Graph

HOST NAME IP ADDRESS

DB_Server1 192.168.03

DB_Server1 192.168.03

DB_Server1 192.168.03

DB_Server1 192.168.03

DB_Server1 192.168.03

DB_Server1 192.168.03

DB_Server1 192.168.03

DB_Server1 192.168.03

DB_Server1 192.168.03

DB_Server1 192.168.03

DB_Server1 192.168.03

DB_Server1 192.168.03

DB_Server1 192.168.03

DB_Server1 192.168.03

DB_Server1 192.168.03

c) d) e)

Fig. 4. We provide an overview of the outcomes for our redesign project, starting from our a) software analysis, which resulted in b) initial concept
sketches and c) wireframes. As we focused on more of the details, we moved into the make activity with d) laying out interface components and e)
designing a fully-detailed revised interface. These outcomes are provided at full-resolution in the Supplemental Materials.

We revisited the RVS system with these opportunities in mind.
Since we were working with an existing, deployed version of the RVS
software, we performed a broad artifact analysis (M-8) on the current
software architecture, illustrated in Figure 4a. By examining the work-
flow supported by RVS, we identified which opportunities the tool al-
ready supported and which aspects of the tool could be improved, and
then evaluated these against our initial list of opportunities. These
findings were combined with our project-specific constraints and con-
siderations, which included four months of the design team’s time,
one month of a developer’s time, and existing visual conventions in
the field such as highlighting critical alerts in red.

Lastly, we conducted a series of semistructured interviews with dif-
ferent stakeholders to identify needs and aspirations (M-51), where
these stakeholders included a developer who works on RVS and sev-
eral cybersecurity analysts at the University of Utah. Based on this
feedback, we met as a design team and informally evaluated and fil-
tered the list of opportunities by reaching a group consensus on those
we felt best met the unmet needs of our target users, balanced against
the strengths and weaknesses of RVS and taking into account the real-
world constraints and considerations of the project. The final thematic
design opportunities for our redesign were 1) usability, 2) workflow
improvements, 3) desirability, and 4) temporal data representation. We
also developed a more low-level list of all outcomes, which included a
detailed data and task abstraction.

4.4.3 Ideate — Redesign Project

After our design team had identified the specific design opportuni-
ties, constraints, and considerations for our redesign, we were ready
to come up with ideas. This activity took up several months as we
sketched out a series of possible ideas for modifying the current de-
sign of RVS. First, each member of our team began to develop separate
concept sketches (M-23) tackling a specific opportunity, as illustrated
in Figure 4b. We chose this first method based on the experience of
the designers in our group as they were used to sketching out possible
concepts. We then came together as a team to review these sketches
and evaluate them based on which ones possessed the most potential
for impacting a redesign of RVS. This evaluation process was very in-
formal; we met as a design team and discussed some of the pros and
cons for each concept, ultimately coming to a group consensus. These
meetings were conducted as informal design critiques. We also shared
a subset of these idealized sketches with the researchers and managers
at the RVS company in order to further validate, filter, and confirm the
different design concepts.

The ideas and concept sketches relied on two key data abstractions
that we identified: computer networks and time series data. For exam-
ple, one of our ideas for the visualization of a computer network is a

simplification of the nodes into subgroups and supporting details-on-
demand in order to allow the visualization to scale to a larger dataset.
For the time-series data, we explored ideas for derived data, such as
network alerts or general traffic and activity. For each data type, we ex-
plored various encodings and interaction techniques that would scale
to different levels of the data; this scaling is critical due to the quantity
and spread of real-world cybersecurity data.

The concept sketches proved to be useful in exploring different
ideas, but we wanted to explore some of these ideas in more depth
and detail. Thus we synthesized the paper concept sketches into very
low-fidelity paper prototypes (M-61) that highlighted interactions in-
side the tool. These ideas were eventually finalized into more concrete
wireframes (M-98), shown in Figure 4c, to mimic the look and feel
of a real tool. Again, we evaluated these wireframes very informally,
internally as a design team and with different members of the RVS
company, to check that our redesigns were on track for meeting the
analysts’ needs. Due to the main constraint of time within the project,
we were unable to evaluate these wireframes more formally with an-
alysts. These sketches and wireframes formed the outcomes of our
ideate activity.

4.4.4 Make — Redesign Project

The make activity was conducted in part by our design team and also
in part by the RVS development team. As a design team, we gener-
ated a number of digital mockups; several of these were detailed wire-
frames (M-98) that focused on the layout of different visualizations
and interaction mechanisms, as shown in Figure 4d. In addition, we
also mocked up more detailed prototypes (M-67) that showed how the
different visualizations would link together through user interactions.
These prototypes synthesized all of our design ideas into an idealized,
revised interface, as illustrated in Figure 4e. The purpose behind this
method was to envision what RVS could be even though the software
implementation was beyond the scope of what the developers could
achieve given the constraint of one month of their time.

After we finalized these detailed and revised mockups, the RVS
development team focused on implementing these concepts into the
existing software. We note that the distinction here between the de-
sign team and development team is somewhat unique to our redesign
project; most often in visualization design these two groups of people
are the same. As a result of this implementation process, the devel-
opment team created a software prototype (M-67), which they evalu-
ated with several network security analysts who work with RVS. The
RVS company sought a quick and easy approach to minimize the time
needed by analysts to participate; thus, this evaluation consisted of
an A/B testing method (M-1) coupled with a questionnaire (M-69).
This evaluation received positive feedback over the previous version
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of RVS, which we took as a validation of the design ideas that had be-
came concretized within the final outcome: a new prototype of RVS.

5 EXEMPLAR METHODS

As a secondary contribution to this work, we present a list of exem-
plar methods that can be used throughout the design activity frame-
work. This list contains methods commonly found in the visualization
literature, as well as many more that come from the design, human-
computer interaction, software engineering, sociology, and anthropol-
ogy literature. We present a shortened list of 40 methods in Table 1,
and a more extensive list of 100 methods in the Supplemental Ma-
terials. We shortened to these 40 methods by picking those that were
mentioned within the framework and redesign project, along with both
commonly used and potentially novel or interesting methods for visu-
alization design.

Each method is characterized as to with which activities of the de-
sign activity framework it can be used — understand (u), ideate (i),
make (m), and deploy (d). It is important to note that many methods
can and often are used in different design activities. The methods are
also categorized as being either generative (g), evaluative (e), or both
in nature. There are several methods, e.g. graffiti walls (M-43), in-
terviewing (M-51), and observation (M-58), that have more complex
characterizations than presented in this table; please see the Supple-
mental Materials for a more complete and detailed characterization.
Some methods are also marked as appearing within the visualization
literature (v). Finally, each method includes a definition and reference
to aid visualization designers in bringing these methods into practice.
As the design activity framework targets problem-driven visualization
work, it is worth noting that many of the listed methods involve do-
main experts, such as bull’s-eye diagramming (M-12), contextual in-
quiry (M-27), paper prototyping (M-61), and speed dating (M-80).

The list is by no means a complete compendium of methods for vi-
sualization design, but rather a step towards understanding the large
space of actions a designer can take throughout the design process.
Our goal in creating this list of methods is two-fold: first, the list serves
as additional guidance for real-world, actionable usage of the design
activity framework by finding potential methods within a specific de-
sign activity; and second, the list contains many methods that are not
commonly, if at all, found in the visualization literature, and therefore
provides new methods to potentially enhance the visualization design
process. For example, Goodwin et al. introduce several novel creativ-
ity techniques for visualization design such as generating ideas using
the method of constraint removal (M-26) [23].

6 RESULTS OF THE REDESIGN PROJECT

A tertiary contribution of this work is several understand outcomes
that consist of new considerations and rich opportunities for cyber-
security visualization design; these types of domain characterization
and abstraction contributions have been advocated by others [44, 45].
These outcomes were identified through both the open coding and in-
terviews, as explained in Section 4.4.2. The new design considera-
tions we introduce are a new data abstraction and a vital feedback
loop for cybersecurity analysis. These considerations stem from the
original data hierarchy model presented in a cognitive task analysis by
D’Amico and Whitley, which illustrates how analysts process, filter,
sort, and select important information from the data and transform that
raw data into situational awareness for cybersecurity [15] (see Figure 1
in their paper). In their work, analysts start with raw data, or network
packets, and filter data from alerts to events and eventually to rule
sets, or high-level descriptions of a collection of multiple incidents.
Based on our research and interviews, however, there are several other
key types of data that analysts use: internal or “in-house” data such as
firewall rules or incident reports; external data such as hacker websites
and mailing lists; and processed output data, i.e. incident reports. Ad-
ditionally, rule sets often become detection signatures to automatically
filter raw data, creating a feedback loop in the analysts’ workflow. This
idea of a feedback loop is not new; we saw them in several different
task diagrams for cybersecurity analysts [15, 18]. Ideally, incident re-
ports and other processed data by analysts would be incorporated into

internalraw

rule sets

[DATA INPUTS]

[OUTPUTS]

external

incident
reports

Fig. 5. We present a simplified extension of a data hierarchy model for
how cybersecurity analysts transform raw data into cybersecurity situ-
ational awareness [15]. This simplified model focuses on a novel data
abstraction: new data types such as internal data, which is kept “in-
house”; external data which may be shared or obtained from websites,
social media, phone calls, etc.; as well as processed data such as inci-
dent reports. There exists a data feedback loop from rule sets back to
raw data, and, ideally, such a loop would exist for incident reports, but
this is an active research problem in this domain.

this feedback loop, but currently this is difficult to do since incident
reports are disparate and not easily searchable [15]. We present a new
data abstraction for the data hierarchy model in Figure 5, highlight-
ing the additional data types as well as an idealized feedback loop
from incident reports to internal data, and external data if shared. This
model established several key considerations for our redesign process,
and we suspect it could similarly aid future cybersecurity visualization
tools to better address the needs of analysts.

Based on our literature review, interviews, and new data abstrac-
tion, we identify several open opportunities for visualization in the
field of cybersecurity: provenance, data type handling, and data hierar-
chy continuity. For provenance, visualization researchers could focus
on providing tools for analysts to track and document their findings
while using a visualization tool to explore their data, ultimately for the
purpose of automatically generating reports and sharing their analysis
process [15, 18]. The opportunity of data type handling would seek to
visualize a broader variety of data types, such as a variety of external
data coming from websites, social media, images, etc. [21]. Lastly,
related to the data hierarchy model, the continuity opportunity points
to finding ways to scale visualizations to the current, massive datasets
while retaining the ability to go back to the raw data [15, 18, 21].

7 DISCUSSION

Throughout our redesign project, we worked closely as a design team
composed of designers, a psychologist, and visualization experts. Our
different perspectives and experience led to a richer and more informed
design process. When working together, we found that having com-
mon terms and definitions for design was critical in promoting effec-
tive and efficient communication among all members — as such, we
spent significant time and effort learning from each other to better un-
derstand, and speak in, each other’s domain languages [31]. This effort
allowed us to synthesize the ideas and perspectives on the design pro-
cess from several different fields into the design activity framework.

As a process model, the main goal of the design activity framework
is to guide visualization designers through a design process. We be-
lieve that the framework will be useful to those with a broad range
of expertise. The actionability of the framework stems from the in-
clusion of more than just activities and methods, as is done in other
models such as the nine-stage framework [54]. Specifically, the design
activity framework also includes motivations, outcomes, and explicit
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ties to the nested model in order to help guide a designer through the
visualization design process. The motivation enables a designer to de-
termine which activity is currently being performed, which then allows
the designer to identify potential methods, clarify outcomes, and place
decisions within the nested model. Although the design activity frame-
work targets problem-driven visualization work, we could not identify
a concrete reason why it could not be useful for technique-driven work
as well; this extension presents interesting, future work.

The framework supports a large amount of flexibility by enabling
and emphasizing a workflow that includes both the nesting of activ-
ities and activities occurring in parallel. As shown in Figure 3, the
design activity framework can represent a process where many activ-
ities are pieced together in different ways according to the motivation
of the project at any given time. We feel that this flexibility enables
the framework to more completely capture the true nature of multilin-
ear, real-world visualization design in ways that previous visualization
process models and their representations do not.

In addressing the design process more generally, the design commu-
nity does not have a consensus on any particular process model [14],
nor do they even agree that any such model could capture the “black
box” of design [19]. Furthermore, considering design as a wicked
problem [7, 20, 22, 68], it can be challenging to know where to go
next, when to stop, and what makes an effective design [7]. These
challenges exist for many design process models, including the design
activity framework, pointing to opportunities for further investigation.

The design activity framework has several limitations, the first of
which is that the framework’s connections to the nested model may
not always be as clean as those shown in Figure 2. We were able to
identify several corner cases where outcomes of a process could begin
to overlap onto an additional level of the nested model. Furthermore,
the framework does not include a planning activity, which is present
in other process models [16, 54]. Although important for design, we
feel that planning is unique and complementary to the design activ-
ity framework. For example, the precondition stages of the nine-stage
framework [54] could be combined with the design activity frame-
work to serve as the planning activity. Lastly, we believe that there
is still much to understand and articulate about the design process for
visualization. With respect to the design activity framework, further
research could extend the framework such as more finely defining or
breaking apart specific activities, adding new activities, or making the
connection to a different design decision model.

8 CONCLUSIONS AND FUTURE WORK

We present a novel visualization design process model, the design ac-
tivity framework, which begins to address the messy, iterative, and
multilinear process of real-world visualization design. The frame-
work explicitly connects the actions a visualization designer takes with
the visualization design decisions that are made by directly connect-
ing each design activity with the corresponding levels of the nested
model [45]. In addition to the framework, we provide a series of ex-
emplar methods within that framework that visualization designers can
utilize, including well-known methods from the visualization literature
as well as methods from other communities that are less common. Fur-
thermore, we provide several key opportunities and considerations for
the design of future tools in the domain of cybersecurity visualization.
The overall goal of this work is to help guide visualization design-
ers through the design process, encourage visualization designers to
consider new design methods for generation or evaluation, and assist
the compact communication of a design process, as in Figure 3. We
consider all design models to be a work-in-progress, and the design
activity framework is by no means excluded. Further validating this
framework against additional visualization design projects remains an
interesting avenue for future work.

There are a number of additional open questions for future work.
For example, we established this framework from a problem-driven
methodology, and it would be useful to rigorously, but cautiously, val-
idate the use of the framework for a technique-driven approach. Fur-
thermore, in the list of exemplar methods we include novel methods
for visualization design, but the utility and effectiveness of these meth-

ods for designing a visualization system have yet to be tested and ver-
ified. There are also a series of challenges yet to be addressed by most
visualization process models: Where should I go next in the process?
What method is the best for my situation? When do I know my design
is effective enough? We believe these future directions provide rich
opportunities to further explore the role of design for visualization.
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